United States Depart ment

Centr al Contractor
Pegags3 7.
Us &mui de

..,

=
Contract: #HHSN316201200011W

Order #AG-3144D-16-0278

Final Version7.0

April 2021

Regi str a



CGl Federal

Table of Contents

Table Of CONENES. ...t e e e e e e e e 1.
TADIE OF FIQUIBS ...t e 4.
TabIe Of TADIES.... ..o e e e e e e e e eeees )
AV 1= Lo T 1o o PSS 6
N O O O [ o1 (o To [1 o3 i o] o S 8
2 CCRC OVEIVIB ..ottt eees bbbttt ettt et e e aeet bbb b e e ettt e et e e e aaeeeeessaaeeeaeaaaeaaeeens 9
2.1  Certral Cortractor Registration ConnNELor (CCRC)......uuuiiiiiiiiiiiiiiiiiiiceeeiiieeeeeeeee 9
2.2 Initial Load and Initial Vendor SeleCtiOn............ccooiviiiiiiiieeeiiiii e 9
P T OO o O U Y= gl 11 (] o = (o = 10
2.4  CCRC Import BatCh JOD...........oiiiiiiii e 10
2.4.1  NEW VENUOIS.....cciiiiiiieeeeeiieii ettt s s s e e e e e e emnns s s s s e e e e e e e e e aeeeeeeeeannneaeeaeees 10
2.4.2 Updated VENAOL......ccoo oottt anen s 10
2.4.3 Inactivated/Deleted VENUOLS..........oooeeiiiiiiii e 11
2.5 CCRC PUDIISNING AQENL....ciiiiiieii et e e s 11
2.6  Subgribing Agent/Agency ApPPlIiCatiONS............uuuiiiiiii i eeeen 11
P A 1= ol U | TS TRTPRPO 12
3 Loading Data With SAM.........oooiiii e e e e ————- 13
3.1 SAM DALA LOAU.....cciiiiiiiiiiieeeee e 13
311 EXPOrtingSAM File.... oo eeee e 13
3.1.2  Processing the SAM File........uuuiiiiiii ettt 14
3.1.3  ProcCessSing OPtIONS. ......ccoeiiiiiiiiiiiiiiimee e e eeeas 15
3.1.4 Removing the SAM File from CCRC...........ooiiiiiiiie e 16
T [ 0111 F= LAY =Y 0o (o Y= =T ox 1 o SO 16
3.2.1  SelectVendors to ENabIe...........oooiiiiiiiiimien e 16
3.2.2  Execute Initial File Creation BatCh ProCess..........ccccevvvvviiieeee e 19
3.2.3 Initial Vendor Selection Script and Synchronization..............cccceeevveeeieeeeeenns 20
R T B = 11 VA0 o o F= L (N =SSP 20
3.3.1 Daily CCRC Data LOAd......ccoiiiiieiieiiiiiiiiieeee ettt s 20

TR T V[T VY= oo (o PP PP URIRPP 21
3.3.3  EXISHNG VENUOL .....uiiiiiiiiiiiiiiiiee et 22
3.3.4  Deletion and DeacCtiVatiQN.............uuuuuureiiiiimmeiiiiiiiiirieeeeeeeereeeseseesesseeeeeeeeeeeeens 22

USDA CCRCPegasy¥.8 User Guide UpdatedApril 2021 Pagel



CGl Federal

4 Searching/PubliShing VENUQLS..........uuiiiiiiiiiii e 23
4.1  Searching for VENAOLS..........oooviiiiiiiieee s eeenss e e e e e e e e e e e e e e e eaaeens 23
4.1.1  Vendor INfOrmation QUELY.........cuutiiiiiieiiiiiiiee e enee e 23
41.2 Searchfor Another VeNdQr.............ooiiiiiiii et 25
4.1.3 Case INSENSIIVE QUEIIES. ... i e eeeeriii e e ee ettt e e ee e e e e e e e eemr e e e e eeraaaans 25
4.2 Publishing VENUOIS. ..ot ee e e e e e e eeeneees 26
4.2.1  Publishing New Vendor Information..............cccceeiiiiiieeciniiiiiiieee e eeeeeeeeeeenn 26
42.1.1 New Vendor SUDMISSIONS.........uuuuuiiiiiie e ceeessas e e e e e e e e e eeeeeeeineneeeeeeeees 28
4.2.2  Publishing Updates.........cccooiiiiiiiiiiiiieeei e 28
G B [ 01 (=T = 1[0 ] TP PP URTTPP PP PP 28
T R ¥ o | S ORI 29
4.3.2  CroSS REEIENCES......ciii it e e e e e ennnnes 29
5  System AIMINISIALOr.....ccoii it e e e e e e e enana s 31
ST A O @1 = { @30 o [ o T o RSP ERT 31
A B T = B o - To LSRR 31
5.2.1  CCRC HONAY.......cuiiiiieee ittt ieeeie ettt e eeesa e e e et e e e e e e s nmnnesanns 31
CTRC T = T (o] o T =0 (= o U 11 o o SRR 32
5.3.1  BatCh JOD StatUS......ccooiiiiiieee e 32
5.4 SECUMEY POIICIES. ...eiiiiiiiiiiiie et 33
5.4.1 Adding, Deleting and Editing POIICIES............coiiiiiiiiiiiceciiii e 33
5.4.2  PASSWOIH....eiiiiiiiiiiiiiiei ettt 36
5.4.2.1 INValid PASSWOIAS........uiiiiiieeieeeiieeeeeeee s 36
5.4.3 Reseta Locked USer ACCOUNL.........uuiiiiiiiiiiiiieeeiiiiiieiieee e e e e e e s rseeeeeaa e 37
544  SYSIEM LOCKING.....uutiiiiiiiiiiiiiii e 37
5.4.5  SECUIE DAlAl......ccoiiiiiiiiieiie et e e e 38
54.6 DynamiC EXIENSIDIHITY.......euiiiiiiiiiiiiii e 38
5.5 USEIS @nd GrOUPS....uuuuiiiiiiiiii it e e et ieeee ettt e e e e ettt e e e e e teeneeseata e e e e e aeataa e e e e e eenneeeesnes 38
SN R U ] T PP POR PP PPPPPPPPPPPPN 38
55.1.1 Creating @ NEWUSEN........coouiiiiii e ceeei et e e e 39
5.5.1.2 Deactivating @ USEr...........coovvvviiiiiiiimmreeiiiniinnn e e snennnnnnn e eeeeeennn 40
5.5.1.3 Reactivating @ USEr.............oooiiiiiiiiiimeeeeeeeiineiieeeeeeeeeeeeeennnneeeeee . A0
L TS Y= o1 U (1 V20 1o T o U PSPSPP 41
AV (= oo (o] g 1 - - U PUPSPR 41

USDA CCRCPegasys B User Guide' UpdatedApril 2021 Page2



CGl Federal

B.7. 1 AUIT oo e e e e e e et e e e e e aaed 41
5.7.2  CroSS REfEIENCE......ccoi i aeee s 42
5.8 Enhancements Included in 7.8 Upgrade.........cccccooviiiiiieeciiiiieeee 42
5.8.1 LINK AAAresSSs COUES.......ccoiiiiiiiiiiiiiiee ettt e e e eeeeas e e e e e e e e e e e e eeeeeeseeae 42
5.8.2 Cross Reference ENhanCemeNt..........oooiiiiiiiiiiccme e 43
5.8.3 Vendor Mailing Address Requirement AcCommodation...............cceeeerreenennen. 43
5.8.4 Display Updated Purpose of Registration Values..............cccccvvvieemeeeveeeeennnnns 43
5.8.5  Security Assertion Markup Language..............ceeeeeeevieemivivinieeeinieeeeeeeeeeenenee . 43
5.8.6  System for Award Management Phase.3..........cccooeiiiiiieeei e 44
5.8.7  Vendor Update SUPPOIL.......cuuiiiiiiiiiieiiii it meee e 44

USDA CCRCPegasys B User Guide' UpdatedApril 2021 Page3



CGl Federal

Table of Figures

Lo U Tt OO O 4o [ PR 9
Figure 2: File MainteNanCe WINOOM . ...........eeiiiiiiiiiii et e e e e 14
FIgure 3: File ProCESSING ........cooiiiiiiiiiiiiiimr ettt eeea s e e e e e e e e e e e e e e eeanaaeeaeeaeaens 15
Figure 4 SAM Vendor Maintenance Table.............uuuiiiiiiiicceiiecee e 17
Figure 5: Available List Of VENOLS..........cooiiiiiiiiiii e eee et 19
Figure 6: SAM Vendor Maintenance Table.............uuiiiiiiiiceeiiiicie e eeeereeeee e 23
Figure 7: Case Insensiti@uUery in CCRC.........ooviiiiiiiiii e 26
Figure 8: CCRC Vendor Detall.........coooiiiiiiiiii et eeees e eneeas 27
Figure 9: WebMethods Error SCre@MN.........uuiiiiiiiiiiiceeeeieie e 29
FIGUre 10: AUAITING.....coeeiiii et eeeer e e e e e e e e e e e e et ernn s e e e e e eaaaaeeeeas 29
Figure 11: Cres ReferenCe WINUOM. .........ueieiiiiiiiiiiiieeeieieiiieee e 30
Figure 12: CCRC SigN IN PAgE.......uuuiiiiiiiei e etneee e e e e e e e e e eeeeeeeeeenennmmnes 31
Figure 13: CCRC Holiday WINAOM.........uuiiiiiiee et ieeeiie e eeme e e 32
Figure 14: Batch JOD Status WINOOW.........ceviiiiiiiiiiiceeeiieieeeee e 32
Figure 15: Security Maintenance Policy WINAOW.........cccooeeeeiiiiiieeeii e 33
Figure 16: Adding @ SECUNtY POIICY.........cooiiiiiiiiiiieie e e 34
Figure 17: Deleted POICY........ccuuuiii et e e e et e 36
Figure 18: Invalid Password WINAOM..........cccoeeeeeiiiiiieeee e e 37
FIgure 19: RESEL LOGIN......ouuiii e eree e e e et e eeae e e e e e e e raaaaes 37
Figure 20: System LOCK WINQOW...........uuuuiiiiiiiii st s s s s e e e e e e e e e s eeaes s s e s e e eeeeeeeeeeeeaennnnees 38
Figure 21: Edit User Details WINAQW............coooiiiiiiiiie e 39
Figure 22: SECUNLY LOG.......ovuiiiiiiiiiiiii s s ceeeiiiiiss s e s s e e e e e e e eesaneesasseeeeeaaeeesssssssssnssnnneeseeeeeennn 41
Figure 23: AUIT WINOOW........cooiiiiiiteeeee st ee e e e e e s eeerneneene e 42
Figure 24: CrosReference WINAOW............ooovviiiiiiiiiiecrieeeeeess e e e e e e e 42

USDA

CCRCPegasys B User Guide' UpdatedApril 2021 Pages



CGl Federal
Table of Tables

Table 1:Upload Parameters. ... ... et rree s e et e 14
Table 2: CCRC Data Maintenance ParameLerS.......cccuuiieeeeeeeieeeiieiseeeeeeeeeeeeeeeeeeeeinnneeaeeeees 17
TabIe 3: ParamelerS. .. oo a e e e 21
Table 4: SAM EXITaCt COURBS......cooiiiiiiiiiiittiee et eenneas bbb e e e e e e eeaeeeseeenseees 21
Table 5: SearCh ParameterS.......ccooui i iiieeieeee ettt eree et seeeaanee 24
Table 6:BatchJob StatusParameters...........ooiiiiiiiiiiieeee e 33
Table 7: Security Maintenance INformation...........coooeeeeeiiiiieeeiee e eeeeeeeeeeveeeee e eeeeeeeees 34
Table 8: NeW USEr FIeIUS...........u e e 39

USDA CCRCPegasys B User Guide' UpdatedApril 2021 Pageb



CGl Federal

Revision Log

Date | Version | Description Author Reviewer | Review
No. Date
2/11 | Dratft Original Draft Danielle Tegan 111
Version Becker Dinardo,
1 Mike Wong
11/14 | Draft Draft- 7.1.2 Enhancements Karin Karin 11/14
Version Keswani Keswani,
2 Mathew Mathew
Randall Randall
1/15 | Final Figures were updated to reflect Karin Karin 1/15
correct sequential order: figure Keswani, | Keswani,
numbers have been corrected in | Benjamin | Benjamin
paragraphso reference correct Bowden Bowden
figures. Updated BPN to SAM in
applicable. In section 5.4.6, Figure
5-13 and Figure 84
1017 | 4.0 Revision 4.0" updated to reflect thg Kevin Nick 91717
following changes for Pegasys 7.5| Hillman Longworth | 10/17
Upgrade: Jenny
Applied 508 standards. k/lew'l&
Updated screen shots and provide Gﬁgggm
Alternate Text.
5/18 | 5.0 No additional changes. Kevin Jenny 5/18
Hillman Lewis,
Marice
Grissom
USDA CCRCPegasys B User Guide' UpdatedApril 2021 Page6



CGl Federal

Date

Version
No.

Description

Author

Reviewer

Review
Date

1/21

6.0

Revision 6.0° updated to reflect the
following changes for Pegasys 7.

1 Updated Figures-24to reflect
changes in 7.8

1 Updated original Figures 4 and

10 by removing and changing
them to Texht

1 Updatedtext for Section®.2, 3,

3.2,3.2.2,3.3.2,3.3.3,3.34,
4.2.1, 4.3, 5.8.7ctinclude EFT
Indicator and UEI.

1 Updated Table 2 and 5 to
include UEI and EFT Indicato
rows and description

1 UpdatedSection 5.4.3 to includé

the new location to Reset a

Locked User account with the
breadcrumb steps to navigate

there + Added a new Figure
(Figure 19) to show the tab
where the Administrator can
reset a locked account.

8

(

r

Jad
Youssef

Jun Kim

Marice
Grissom

1/21

4/21

7.0

Updated to reflect the following
changes for the Pegasys 7.8
Upgrade:

1 Applied USDA/GSA comments

dated 03/01/2021

Jad
Youssef

Jun Kim

Marice
Grissom

3/21

USDA

CCRCPegasys B User Guide' UpdatedApril 2021

Page7



CGl Federal
1 CCRC Introduction

The Certral Cortractor Registration Connetor (CCRC)applicdion dlowsfor the trander, as
well asdaily updaes, of vendordata from the Sstem for AwardManagement (SAV) daabase
into agency apgdications(i.e., the agencyd $inancial,proauremert, ard/or travel applicdions).
The SAM daabase ishe governmentwide cettral reposiory of vendos. The FAR mandies
that allvendorswho conractwith theseagenciesmust egister with SAM and mairtain updaed
information.

The governmentwide SAM daabasecollects, validaes,storesanddiseminatesdaain support
of agencymissions. Vendorscomplete aonetime registration to provide basic iformation
relevantto all procuement, payment and billingtransations, and mst update or renewtheir
registration annualy to mairtain anactive registration. SAM validatestheve n d anfordnation
andeledroncally shareghe securedata with the federalagenc i e shérizedolficesto facilitate
paymerts.

The CCRC appliction allowsfor a buk loadof the initial vendordata, aswell as any periodic
vendoraddtions, remeal/deldionsor updades from the SAM daabasernto the wstome r 6 s
environmen. CCRC also preidesaweb-basediiterfacethat enablesisersto selectvendors and
auomdically trarsfers all relevantdata demerts to upcite Regasys vendordda.

This manual idivided into the following sections:
1 Overview

1 Loadirg Data from SAM

1 SeachingPudishing Vendas

1

System Administration

USDA CCRCPegasys B User Guide' UpdatedApril 2021 Page8
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2 CCRC Overview

2.1 Central Contractor Registration Connector (CCRC)

The CCRC isaweb-based appication that providesthe ability to storeand marage SAM records
before they areuploadednto Pegasys. As shown inFigure 1, the CCRC ispopulaed with SAM
data, which istranderredto Pegas/s andrequiresperiodic updaesto the daiabasewith chages
released bysAM on an incremetal bass. There aretwo typesof updatesavailablefrom CCRC.

91 Daily Load File
1 Monthly Load Hle

1 Themonthly loadfile is usedfor the initial load. Oncetheinitial load hadeen procssed, it
isstrongly suggeded thatthe dailyloadfile beusedfor updatesto the CCRC gstem. This
reducedhe time requiredby the loadorocessand ensuresthat vendor data remains curret.
The intervalsbetween loadinghese updatesinto the GCRC areatthe digretion of the
agency utilizing the irtegration tools, based ontheir businesgradicesandneeds.

Figure 1: CCRC Cycle

Business Central
System for Contractor
Award Registration Agency Application
Management Connector (e.g. Momentum)
(SAM) (CCRC)

2.2 Initial Load and Initial Vendor Selection

Vendorshave created 700,000+ reordswithin the governmentwide SAM daabasehowever not
all agenciescurertly condud, or areexpededto conduwet, businessvith eachlSAM vendor.
CCRC albwsfor one intial load,which pullsall the information colleded by &AM and impats
that data irto the CCRC. The agencyisthen abldo usethe CCRCfor the Initial Vendor
Sdectionto selecthe vendorswith whomtheyintend to do busness.

NOTE: SAM definesvendorsby their DUNS/DUNS +4numbe. The DUNS +4 isthe 9-digit
number asgned byDun & Bradstred, Inc. to idertify unique businessrities plusa4-
charadter suffix that maybe asggnedby a busiessconern for idertifying alkerretive Hedronc
FundsTrarsfer (EFT) data. (D&B hasno affiliation with the 4-charader suffix). As a part of the
Pegasys 7.8 upgrade Unique Entity Identifier (UEI) was introduced to comply with the

USDA CCRCPegasys B User Guide' UpdatedApril 2021 Page9
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expansion of the FederAtquisition Regulations (FAR), which affected raahan 600,000
vendors that dbusiness with the federal government. Along with the introduction of UEI,
DUNS +4 wagelabeledo EFT Indicator.

2.3 CCRC User Interface

The CCRCUserInterface enablesisersto speafy which vendorsareto be trarsferredfrom the
CCRCto agencyapplicdions.In addtion, this interfacecortains information regarding when
vendorrecoids change in the databag, specfically:

1 Toidenify when newvendor data hasbeenreceved
1 When amadive vendorcharges
I When avendorhasbeeninadivated or deléed

The CCRC ndifiesagenciesof thesechanges by publishing (sendig their information) to
Pegasys.

2.4 CCRC Import Batch Job

A CCRC Import Batch Job isusedto loadvendor eference dtarecevedfrom SAM, into the
CCRC.This data may include newendorsupdated vendors, andleadivatedvendors.

2.4.1 New Vendors

New Vendorsare addedb the CCRC dung the initial load,daly loads,and maithly loads.If a
vendoris addedafter theinitial load,that vendor maybe addedo the CCRCthrough either the
daily or monthly upddes.

2.4.2 Updated Vendor

When vendorsmake changes to their SAM registration information (including annual remneal)
those chagesmust alsobe updited within the CCRC. These chages will be proessed as
updded vendos, asther recordalreadyexists within the CCRC and Bgasys.

Updded recordsfrom SAM cortain dl CCR-daa fields, notjust the updaed fields,thus the
ertire recordof CCR-mappedfieldswithin CCRC will be eerwritten.Non-CCR fieldsare not
updded or changed. An exampleof anonCCR field thatwoud notbe overwritten isthe

A T rsraitrio Agency Applicati o fiedd, which isnot popuated by the interface, but is part of the
CCRC.

The vendorinformation includesthe vendots debarment status. The vendorwill have a
Debarredlag if the vendorhasbeen @clared ireli gible from receving Federal cotracts, as
shavn byrecordsn the SAM Exclusion Records Restricted.The purposeof the Debared Flag
isto preventadekarredvendorfrom beng used orfinancial transadions. This status andthe
reasorwill trarsfer to Pagasys during the Daily andMorthly Uploads.
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2.4.3 Inactivated/Deleted Vendors

Any vendorthat has a status change from ftieecto il i tive dasbeenmarked i deteld 0
within the SAMdaabaseandmust also benarked inadivewithinthe CCRC aplpcation.

However,someagency applicaionsmay still requirethat vendorto beii eive astheremay be
open oblgations, receifts, or invoicesthat still needto be casidered ativefor accounting
purposege.g., within Pegasgys, the 6 PwergNew Spendigd flag may beemployed raher than
sdting that particularvendoraddressrecordto inadive).

2.5 CCRC Publishing Agent

In the CCRCapplicdion, the GCRC Pubbishing Agent (i.e., webMethods)trarsforms afile
cortaining SAM recordghat hasbeenseletedfor usefrom the CCRCUserInterfacefor
publicaion in Peasys. Thefour recordstatus valueswithin the CCRC eelisted belav:

1 Unpublished - A new vendorthat hasnot yet been publishedo Pegasys.

1 Submtted - The vendor habeenswbmitted to Pegasys for accgtanceor rejectionvia a
vendorform.

1 Accepted- Thevendor hadeen acepedby Pegasys. Oncethe vendorhasbeen accepd,
updatesto that vendorcomein from SAM, synchronkation isperformed, and Pegasy/s
auomatically recevesthe updée.

1 Rejected The vendorhasbeernreectedby Pegasys AdvancedwWorkflow (which USDA
doesnot usg. Upddes for rejectedvendorsarenot trarsmitted.

NOTE: Sepaate status valuesaremairtained for Finangals, Procuement, andTravel
applicaions.That beng the case, it ipossiblahat a givenvendorcould have dfferent status
valuesfor eachgroup of applicaions(e.g., Vendor ABC hasaFinancialsStatus of 6 A cpe @ 0
while havingaTravel gatus of 6 U n psuthd @éguseUSDA only usesPegasys, the
Procuement andTravel gatus valuesarenot rdevart.

The webMethodsErterprise Adaper is an irtelligent adgterthat conneds the Interfaceto the
webMethodsEnterprise Sewver,sothat everts can be exchanged ketween the two products. When
the adater isstarted, itlogs into Pegasy/s usingthe Seurity sewvices.The Metadda sevicesare
usedto catfigure opemtions. Theseoperdions carrespondo the Fadory, Finder, Operation, and
Notification sevicesprovided bythe Interface.

2.6 Subscribing Agent/Agency Applications

The Subscribng Agents subscribéo SAM vendor information andupdae Pegasys.
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2.7 Security

The CCRC albwsthe Administrator to create and edituser acconts, including the setup of user
idsand paswords. The Adminidrator can als@rede customized secuty policiesthat
acmmmodate agency needs such asumber of password atempts aswell aslengh of grace
periods.
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3 Loading Data with SAM

Vendorshave crated 700,000+ reordswithin the governmentwide SAM databasehowever;
not al agenciesurrently condud, or areexpededto condwt, businessvith eachvendor $ored
in SAM. CCRC dlowsfor oneinitial load,which puls all the information collected bySAM and
imports that dadainto the CCRC. The agencyis then ableo selectthe vendorsthat they do
businesswvith by usingthe CCRCfor the Initial Vendor Seledion.

SAM ddfinesvendorsby their DUNS/DUNS + 4numbe. The DUNS +4isthe 9-digit number
assgnedby Dun & Braddreet, Inc. to idertify unique businessntities plusa 4-charater auffix
that may be asggned bya businesgoncen for idertifying alternative Eledronic FundsTransfer
(EFT) daa. (D&B hasno affiliation with the 4charader suffix). As a part of the Pegasys 7.8
upgrade Unique Entity Identifier (UEI) was introduced to comply with the expansion of the
Federal Acquisition Regulations (FAR), which affected more than 600,000 vehdbido
business with the federal government. Along whith introduction of UEI, DUNS +4 has been
relabeled to EFT Indicator.

3.1 SAM Data Load

3.1.1 Exporting SAM File

Before importing the fil einto the CCRC the SAM extractfil e needsto betrarsferredto the
agency apgicaion andverdors needto be identified. The Administrator wil | begranteda userid
and paswordto acessthe SAM systemwith permisgonsto extractfil esfrom the SAM to the
agency applicatonsaverthrough the Secure Sodket Layer (SSL).

There are threetypesof filesavail abe:
1 FOUO (For Official Use Only) - This file contains information available to all applications.

1 Sensitive- This file should be used with financial applications as it contains bank
information, TIN, and Lockbox.

91 Proprietary - This file should be used with procurement/contragtapplicationsas it does
not contain sensitive information.

NOTE: In orderfor the uploadto the CCRC to besuccesful, the file must meetthree speidic
criteria.First, the file must be named with the Juiandae (Month + acual dayof the yearthe file
was ceatd) inthe name (SAM extractfil es ae auomeaticadly named this way). Secod, dl
aphabetcal charadersin the fil ename must becapitalized.Third, thefil e must be zipped.

NOTE: File Upload and Processing can be accessed on the File Maintenance vaadow (
Figure 2) by selectingSAM File Handler Y File Maintenance.
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Figure 2: File Maintenance Window

M F L File Maintenance

File Maintenance

Search Criteria

Dacument Name Document Status Creation Date

Stepsto Upload e&SAM ExtractFile:
1. Select thdJpload button
2. Browse for the desired SAM Extract file and selectuipoad button

Table 1. Upload Parameters

Field Field Descaiption

Desaiption The user hasthe alility to erter adescription of the file for future
reference.

Document The file name/pah of the extract file to beloaded.This parameteris
required.

3.1.2 Processing the SAM File

Althowgh a usethasuploadedhe SAM datafileinto the CAQRC daabag, the file still needsto be
processedh orcer for the daato befully acceped into the CCRC.

Figure 3 displaysthe File Maintenancevindow, where SAM files canbe processed
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Figure 3: File Processing

A & Handler  File Maintenance[]

File Maintenance

Stepsto procesa SAM Extract File:

1. Select the file intended for processing
2. Select theProcessbutton
3. Go to Batch Jobs/Batch Job Status to check the result of the processing or processed
SAM Extract File.
There arefive posgblestatus valuesin the File Processng window:
i Failed- Theinitial/daly/morthly upload hadailed.
Loading - The upoadis in the proaessof loading the file to the CCRC.
Pendng - The upoadfile ispending.

Processing- The upload file is processing.

= =2 4

Processed The upoadfile hasbeen uploadeduccesfully and haseen processe All of
the data cortained inthe SAM extractfileisnowinthe CCRC.

Oncethe extractfile hasbeen loaded angfocessedthe CCRCwill contain all dda, valid or
invalid, cortained inthose SAM extractfiles.

3.1.3 Processing Options

There arethree possbleways to processthe datain CCRC

1 Download a mathly extracteachmorth - the monthly will always overrideall of the data in
the CCRC dtabase

1 Downloadthe morthly once inthe beginning to loadinitial daa, thenprocessdaily filesto
incorporae changes into the CCRC d#abase
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1 A combindion of the abovetwo ways whereyou procesaninitial monthly loadfile, process
dailyfilesto incorporate changes, and ao periodicallyprocessnorthly refreshfiles to
ensurethat dataisin sync with SAM. Each mathly file will override all ofthe data inthe
CCRCdaabease (including any changes made through the dailies).

3.1.4 Removing the SAM File from CCRC

Thisisnot advised bu auser with required permissionan remove afil e from the filelistor
entirely remove the file from the s/stem. To ddete afil eertry from the fil eli stor remove the file
from the gystem, select the desired fil e by following the same steps when processng the file, then
selectthe Delete buton instead of the Processbuton.

3.2 Initial Vendor Selection

After the initial load hasoccurral, initial vendorsneedto be seletedfor publicaion to Pegasys.
The initial seledion of vendorscanbeaccamplished in avariety of ways:

1 SelectVendorsto Enablefrom Regasys
1 Execue Bach Proces{GSCCRI)

1 RunlInitial Vendor Seletion script
Example: ABC Agency has performed the SAM load and has ensured that all of the vendors that
it needs to erae for SAM, have a unigue DUNS/EFT Indicator and UHle agency needs to

select numerous vendors to be enabled for SAM, so the SAM information fov#mada's can
be obtained from the CCRC.

3.2.1 SelectVendors to Enable

Seleding vendordor the trarsfer to Regasys canalso be acamplishedthrough the SAM Vendor
Mairtenance Table (sd8gure 4).
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Figure 4: SAM Vendor Maintenance Table

Central Contractor Registration Connector |/ SAM Data / SAM Vendor Maintenance []

SAM Vendor Maintenance

Search Criteria
UEI
DUNS
EFT Indicator
Legal Business Name
CAGE Code
TIN

Taxpayer Name

Status
Financial
Travel
Procurement
Record Status

Registration Status

+ Socio-Econ Info

+ Advanced Search

Debarred ~
DODAAC
Agency Location Code
DBA Name
PSC Code g

Debt Subject to Offset ~

NAICS Code
NAICS Code 7

~ Small Business (by NAICS Code) v

<] <

Through the SAM VendorMaintenarce Table the Administrator can enter desired searchcriteria
inorder to find the venda's with whomthe agercy conducts business The system returns an
favailabeoli stof vendas that match the searchcriteria (e Figure 5).

Table 2: CCRC Data Maintenance Parameters

Parameter Description

DUNS (Data Universal Numbering System) A uniqualigit numbering
system that is used to identifybasiness.

UEI Unique Entity Identifier- An identifier used to identify a specific

commercial, notprofit, or Government Entity.

EFT Indicator

Unique code used to identify additional bank accounts assocl
to a single UEIDUNS +4relabeledo EFT Indicator.

Legal Business Name

The legal business name of the business.

DBA NAME

0Doi ng Bu(PBApMNases As O

DODAAC

The Departmentof Defense Activity Address Cod®0DAAC)
used for interagenciransfersit is an alphanumeric field that
uniquely identifies a unit, activity, arganization The field size
IS nine characters.

Agency Location Code

A symbol used to identify an agency accounting location or
regional financial office. Field length is ten chaters.

USDA
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Parameter

Description

Delinquent Federal Debt

Indicates whether a vendor/entity has a past due debt with th
federal government.

STADD 1 The street address of the business.
ST ADD 2 The alternate street address of the business.
City The city of the business.

Stateor Province

The state or province of the business

Postal Code

The postal code of the business.

Country Code

The country code of the business.

CAGE Code Commercial and Government EntfAGE) Code that identifies
contractors conducting business wite Government.
TIN A nine-character field thatontains the Taxgyer ID number

associated with a record.

Taxpayer Name

The name of the taxpayer

PSQCodes

Product Service Cod€PSQ A 4-characteralphanumericcode,
used to identify services.

Financid Status

Status of unpublished, submitted, accepted, or rejected.

Procurement Status

Status of unpublished, submitted, accepted, or rejected.

Travel Status

Status of unpublished, submitted, accepted, or rejected.

RecordStatus

Specifiesvhetherthe record in CCRC is a new record or has
been chnged by an extract file

Registration Status

This field indicates theegistrationstatus of a vendor in the
System for Award ManagemefB8AM) system.

8(a) Program Participant

Check box. The businessagarticipant in the 8(a) Program.

NAICS Code (group box)

Includes the NAICS Codand Small Business.

HUB Zone Firm

Check box. The business is a participant in the HUB Zone.

Service Disabled Veteran
Owned

Check box. The business is a participant inSeevice Disabled
Veteran Owned program.

Sheltered Workshop
(AbilityOne Supplier)

Check box. The business is a participant in the Sheltered
Workshop (JWOD Supplier) program.

Small Disadvantaged
Business

Check box. The business is a participant in the Emal
Disadvantaged Business program.

USDA
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Parameter Description

Veteran Owned Business Check box. The business is a participant in the Veteran Owng
Business program.

Woman Owned Business| Check box. The business is a participant in the Woman Owng
Business program.

Debarred Indicates whethethe vendor has been declared ineligible from
receiving Federal contractss ahown by records ithe SAM
Exclusion RecordsRestricted

Figure 5: Available List of Vendors

UEI DUNS EFT Indicator DODAAC Agency Location Code Legal Business Name DBA Name Debt Subject to Offset CAGE Code

10 per page v Page[1  |of 11,526 > »

The Administrator canthe nvieWoeachvendorand ether sibmit or approve the vendorto
Pegasys. For moreon submitting and aproving vendors,seeSection4.2

3.2.2 Execute Initial File Creation Batch Process

Within Pegasys, the Administrator execuesthe SAM Initial File Credion bach process
(GSCCR) to credethefile to besentto the CCRC. (The defadt output file nameis 6 @ i) ©he
file cortainsthe DUNS/EFT Indicator andJEI for the vendorghat will be enabledor the SAM
file, sothe SAM file informaion canbe oliainedfor thosevendors. The ouput filewill be used
in running the SQL script. Seethe CCRC Batch Operation Guider parameters.

For eachseletedvendoraddress the batch job performsthe following steps:

1 If the seledcedvendoraddresscode has DUNSEFT Indicator andJEI that hasnot yetbeen
addedo thefile, the bach jobwritesthe DUNSEFT Indicator andUEI of this vendor
addresgodeto an oput file.

o Inthefile, the katchjobspecifiesthat the vendor iso be publishedo Pegagys.
0 Thebachjobmarks the vendoraddressasadded to the Initial Downloadfile.

1 If the sele¢edvendoraddresscode doesot have aDUNS/EFT IndicatorUEI or hasa
DUNS/EFT Indicator andJEI thatalreadyexists in afile, the katchjobreturns an
informational message and doesot addthe vendorinformation for this addresdo thefile.

After allvendoraddessecordsn the list argorocessedhe Batch Jobsavesthe aitput file.
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NOTE: The methods described assme that Pegagys is utili zed. Other applicaions may needto
employ a dfferent mechanismfor genegting the odput file describel.

3.2.3 Initial Vendor Selection Script and Synchronization

The Administrator runsthe inttial vendorseledion scrpt (ccri.sql) that ugs the ouput file
crededfrom the batch job in which the financials,procuemen, ard/or travel status for sdeded
vendorsis upddedto 60 A ¢ & e @ncethe <ript hasbeenrun, the vendors arethen
auonmetically marked for synchronization and pblished.

3.3 Daily Update Files

With vendordata congantly charging, itisnecesaryfor anagency to complete ather daly or
morthly updde loads. Theseloadscancontain new vendorinformation aswell asupddesto
existing vendors.

3.3.1 Daily CCRC Data Load

Daily updae files can contain new venda's, changes to existing vendas, deactivations, and

deleions. The vendor table in the CCRfntains additional fields to capture the timestamp

when records are loaded or changed, the user last requesting a change or load, and the timestamp
when the record was published to Pegasys.

The daily updde load isdone in mich the smeway asthe initial SAM vendor load.

NOTE: The SAM File Upload can be accessed by sele@ilyl File Handler Y File
Mainte nance.
Stepsto Upload e&SAM ExtractFile:

1. Select the CCRC subfolder, which will activate thgload button.

2. Select theUpload button

3. Browse for the desired SAM Extract file and selectiipioad button

Stepsto Processa SAM Extract File:
1. Select the plus expansion button next to the CCRC subfolder
2. Select the file intended for processing
3. Select theProcessbutton
4

. Go to BatchJobs/Batch Job Status to check the result of the processing or processed
SAM Extract File

The Daily Data Loadvalidatesdata-relatedSAM requiremerts in the following ways:

1 It ensures that a Daily Data Load has not already been loaded for this date.
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1 It ensures that a Daily or Monthly Data Load has not already been loaded for a date greater
than the date of this Daily Data Load.

It also ensures that a preceding Daily Data Load has not been skipped.

The CCRC Date Table contains an entry for every holi8ay files are expected to be
received for every TuesdaySaturday (except Holidays) throughout the year. Edits will be
used to ensure that SAM Daily files are not loaded out of order (i.e., The Daily file from the
3rd is not loaded until the Daily filedm the 2nd has been loaded).

Table 3: Parameters

Field Field Desaiption

Desaiption The user hasthe ahility to erter adescription of the file for future
reference.

Document The filename/path of the extract file to beloaded.This parameteris
required.

The daily load verifiesthe extract file layou by ensuring the SAM Extract Cocde of eachrecordis

Table 4: SAM Extract Codes

Extract Code Extract Code Desciption

1 DeletedRecord

2 New Record

3 UpdateRecord

4 Deactivated Record

A Record from the monthly file (treatedhe same asa 3)

3.3.2 New Vendor

If the record onthefile isfor avendorthat doesnot exist in the CCRC dtabasethat vendorwill
be degjnated asnew. Only recordsvith a SAM Extract Codeof 2 (newrecord) or Jupdde
recor) are eigiblefor considerdion asa newvendorinthe CCRC.

The daais loaded ito the GCRC VendorTableandthe CCRC ispopulaedwith the timestamp
of the loadthe user ruming the loadthe DUNS/EFT Indicator and UEland anyother default
information for eachrecou.

NOTE: Therecordis not marked for publicaionatthis stage.
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3.3.3 Existing Vendor

If the record onthefile isfor avendorthat doesexst inthe GCRC database that vendorwill be
desgnated aschanged. Only recordswith a AM Extract Code2 (newrecord)or 3 (updae
recod) will be eligible for consideation asa changed vendorin the CCRC.

Once the record isfourd in the CCRC, it isupdated based on the data from SAM. The vendor
record ismarked as changed ard the tableis populated with the timestamp of the load, the user
runnirg the load the DUNS/EFT Indicator andUEI, ard ary other default information for each
record.

If the venda has previously been published(i.e., the changed record has a status of 6 @epte 9,6

the updated record is published ard overwritesthe previousinformation in Pegasys. If the venda
has not previously been published the venda wil | not be marked for puldication.

3.3.4 Deletion and Deactivation

Only recordsvith a SAM Etract Code Idelgedrecod) or 4 (deactivated reord) will be
eligible for considestion asa deléedor deactivatedvendorin the CCRC.

Upon receving avendorwith oneof these &tractcodesthe record ismarked asdelded or
inadive andthe CARC is populdedwiththe following information:loadtimegamp, user
running the load, DUNSEFT Indicator andUEI, and anyother defadt information for each
record.

If the vendorhasprevioudy been publishedhe record ismarked as either inadive (for modules

that donot havea préventnews p e n dlagrorgvith afi p verd newspendng flago through
the integration) or deleted
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4 Searching/Publishing Vendors

4.1 Searching for Vendors

Usersare ableto login to the CCRC to query vendorinformation andto selecta newvendorfor
publicaion and publistthat vendor. Vendrs only will be pubishedto the setof Agency
Applications despnated for that vendor. Only auserwith  fpidye raccesso r equeltoro
accessvill have the ability to publishvendos.

4.1.1 Vendor Information Query

As shown inFigure 6, users may seachfor vendars using avariety of seachcriteria, including
any combinaion of the following parameters (Wildcards are allowedin the beginning, middle, or
end. An asteriskt) isfor multiple characters, a question mark?j isfor single characters.

Figure 6: SAM Vendor Maintenance Table

Central Contractor Registration Connector ~ SAM Data | SAM Vendor Maintenance[]

SAM Vendor Maintenance

Search Criteria

UEI

DUNS

EFT Indicator

Legal Business Name
CAGE Code

TIN

Taxpayer Name

Status
Financial
Travel
Procurement
Record Status

Registration Status

+ Socio-Econ Info

+ Advanced Search

USDA

data maintenance

Debarred

DODAAC

Agency Location Code
DBA Name

PSC Code

Debt Subject to Offset

NAICS Code
NAICS Code

Small Business (by NAICS Code)
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Table 5: Search Parameters

Parameter Description

DUNS (Data Universal Numbering System) A uniqueadigit numbering
system that is used to identify a business.

UEI Unique Entity Identifier assigned to all entities.

EFT Indicator

Unique code used to identify additional bank accoastsociated to a
single UEI.DUNS +4relabeledo EFT Indicator.

Legal Business
Name

The legal business name of the business.

DBA NAME

6Doing Business Asd® Name.

DODAAC

The Departmentof Defense Activity Address Code DODAAC used f
interagencytransfers|t is an alphanumeric field that uniquely
identifies a unit, activity, oorganization The field size is nine
characters

Agency Location
Code

A symbol used to identify an agency accounting location or regioni
financial office. Field length is ten clauters.

Delinquent Federal
Debt

Indicates whether a vendor/entity has a past due debt with the fed;
government.

STADD 1 The street address of the business.
ST ADD 2 The alternate street address of the business.
City The city of the business.

Stateor Province

The state or province of the business.

Postal Code

The postal code of the business.

Country Code

The country code of the business.

CAGE Code (Commercial and Government Entity) Code that identifies contract
conducting business with the Garnment.
PSC Codes (Product Service Codes) Aceharacteralphanumericcode, used to

identify services.

Financial Status

Status of unpublished, submitted, accepted, or rejected.

Procurement Status

Status of unpublished, submitted, acceptedejacted.

Travel Status

Status of unpublished, submitted, accepted, or rejected.

RecordStatus Specifiesvhetherthe CCRCrecord is a new record or has been
changed by an extract file
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Parameter

Description

Registration Status

This field indicates theegistrationstatus ofa vendor in the System fo
Award Managemen{SAM) system.

8(a) Program
Participant

Check box. The business is a participant in the 8(a) Program.

NAICS Code (group
box)

Includesthe NAICS Code, Small Businessnd Emerging Small
Business

HUB Zone Firm

Check box. The business is a participant in the HUB Zone.

Service Disabled
Veteran Owned

Check box. The business is a participant in the Service Disabled
Veteran Owned program.

Sheltered Workshop

Check box. The business is a papant in the Sheltered Workshop

(AbilityOne (JWOD Supplier) program.

Supplier)

Small Check box. The business is a participant in the Small Disadvantag
Disadvantaged Business program.

Business

Veteran Owned
Business

Check box. The business is a participant in the Vetéaned
Business program.

Woman Owned
Business

Check box. The business is a participant in the Woman Owned
Business program.

Debarred

Indicates whethethe vendor has been declared ineligible from
receiving Federal contracts, as showrrégordsn the SAMEXxclusion
Records Restricted

The user haseveral ofiions oncethe sarchfor a paticularvendorhasbeen compted. They
are albeto searchfor another vendor,publish anew vendor,or publish ypdaesto anexisting

vendor.

4.1.2 Search for Another Vendor

If the user choosesto searchfor andher venda, he/she will return to the initial searchscreen.
The user isthen prompted to retain the original searchcriteriaor may opt to refreshthe criteria.
With either option the user can change the search criteriabefore executing the next search.

4.1.3 Case Insensitive Queries

Certaintext fieldson CCRCqueries support caseinsenstive searche This allowsthe u®r to
erter searcleriteriaineither upper or levercase, and ka all maching results returned,
regardlesof the caseof the resuts. An exampleis shavn inFigure 7 below.

USDA
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Figure 7: Case Insensitive Query in CCRC

10 per page v Page(1 |of121 > »

The following CCRCfieldson the following queries suppat case insengve searches:

1 Vendor Search: Address Line * Address Line 4, Agency Location Code, CAGE Code,
City, Country, DBA Name, DODAAC, Legal Business Name, Postal Code, PSC Code, St
Add 1- St Add 2, State or Province

Holiday Maintenance Table:Description

Document Management:Document Name
WebMethods Maintenance:Server Id, Service Name
WebMethods Error: Server Id, Service Name

Cross ReferenceApplication Id, Native Id, Object Name

= =4 4 4 - -2

Batch Process StatusJob Definition, Step Name

4.2 Publishing Vendors

A ve n d anfordngion issentto Pegas/s whenitiso publ i shedd.

4.2.1 Publishing New Vendor Information

By selecting avenda, the user isgiven sveral options (seeFigure 8). Onthe CCRC Vedor
Detail window, the useris ableto publishthe vendorby selecting eherthe Creae New Pegasys
Vendor hitton or the Enable Eisting Pegasg/s Vendor button. USDA users alwayswill have the
Finandal boxcheded in the Publish Ation group box.
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Figure 8: CCRC Vendor Detall

Central Contractor Registration Connector SAM Data | Vendor Maintenance | General Information

[GENERAL INFORMATION

General Information POC and Address Information Disaster Response Socio-Economic Details NAICS Codes PSC Codes Cross Reference

= Publish Action @

= Vendor Details @

UEI TRKEPTHEBNSS

DUNS 45969783

Debt Subject to Offset

EVS Monitoring Legal Business Name

EVS Monitoring DBA Name

1 Create NewPegasysVendorl f t he vendor i s new, the 6Crea

button should be chosen. If Pegasys is being used, a vendor form is creatpdpleted

with the SAM data) and routed to Pegasys where a user is able to populate any additional
needed data. The usean then process the Pegasys vendor foimnthe financial status in
CCRC is updatéed to OAccepted

1 Enable Existing Pegasys Vendor If the vendor already exists within Pegasys, a user with

Approve permission can bypass the need to separately prdcessam wi t hi n t he
application by selecting 6Enabl e Existing
window.The vendorés status is changed to 6Publ

CCRC and the agencyods application.
The user isalso dleto view the following, depending onthe user Gccess (seeUsersfor nore
information):

1 Vendor Details- Provides public information related to that vendor (i.e., DURNS/
Indicator andUEI, address information, registration date).

9 Status Information - Provides the status information related to that vefide., Published
status, Timstamp, Record status)

1 Business Details Provides business information related to that vendor Gampany
Security Level URL).

POC Maliling Address Details- Provides multiple mailing addresses related to that vendor.

Proprietary Information - Provides proprietary information related to that vendor (e.g., Tax
Payer number, Annual Revenue, Average number of Emplayees)

1 Sensitive Information - Provides sensie information related to that vendor (i.e., Bank
Account number, Lockbox number, Remittance information)
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4.2.1.1 New Vendor Submissions

When vendorsare being publishedor the first time, newvendorforms are crested in FRegasys
pre-populdedwith SAM dda. The vendorforms may then becorrectedby individual(s)
responsibldor popuating NonrSAM data. Using the vendorform creaed, the ur will be able
to thus create anew vendor or overwrite an gisting vendorwiththe SAMdaareceved.

NOTE: SAM vendorinformation alwaystakes precedence wer Pegasys vendorinformation.

4.2.2 Publishing Updates

Followingthe dail/monthly load,updaesfor previoudy publishedvendaswill be
auomatically publishedo Pegas/s. The GCRC screeffior the DUNS shall dispdy a publication
status of 7 aedodoe ucessfully published upds if thereare noerrorsof afunctional or
technical nture that preventthe data from updating Pegasys.

Example: Venda XYZ wasoriginally published in March to Pegasys and the vendor changes
address information in April via SAM. The changes to the address information in April will
automatically be published to Pegasys with no user intervention.

Pegasys will confirm swccessful posting of the published d&to its system andthe CCRCwill
updde the Pated dite andtime information within CCRCfor thisrecod.

4.3 Integration

Integration contains errorsaboutvendorghat were not acgated byPegasys. The screens pnade
the Adminstrator with the toolsto reseach and idetify errorsin publishing daavia
webMethodsto Agency Applications. The user isableto search basedon muttiple criteriaand
link to DUNSEFT Indicator andUEI defined vendorsthat arampaded by the errors.You can
view the Wehmethods Error screen by navigating to Integration Y Wehmethods Maintenance
Y Wehmethods Error (SeeFigure 9).
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Figure 9: WebMethods Error Screen

WebMethods Error

WEBMETHODS ERROR
WebMethads Se WebMethods Error

To Audit Time Stamp

Audit Time Stamp

Error Stack Trace

4.3.1 Audit

The Administrator has the ability to look at an Audit log for a given vendao (seeFigure 10). The
Audit logis accessed by selecting VébMethods Service from the Integration mentonfrthis
screen, it ispossbleto seethe integration history for a particular venda in CCRC For example,
an administrator can determine what if ary errors mght have resulted in attempting to publish a
paticular venda. Other information accessiblethrough this page would include the Service
Name, User ID associated with publication, Server 1D, ard status.

Figure 10: Auditing

WebMethods Service

WEBMETHODS SERVICE
WebMethods Service | WebMethads

sssssssssssssssssssssssssssssss

4.3.2 Cross References

In addtion to beirg ableto assessthe history of a particular venda, the GossRefererce
functionality providesvaluableinsight to an administrator (see Figure 11). The CrossReference
page isaccesd by selecting and viewing avendo from the SAM Vendor Mairtenarce reen
ard selecing the CrossRefererce button The CrossRefererce screen allowsthe administrator to
link between applicationsthat are connected viawebMethods. This means that the admini strator
isabeto link agiven venda in CCRC to agiven venda ertity stored in Pegasys. For example,
after selecting the CrossReference sreenfor agiven venda, the administrator can change the
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application D inthe seachsection at the top of the form to fiPegasys @rd find ou what vendo
isgetting updaed in Pegasys (e.g., Vendor Co& =ABC, Address Code=1).

NOTE: Cross Reference dataly will be available for Vendors added after implementation.

Figure 11: Cross Reference Window

Central Contractor Registration Connector / SAM Data / Vendor Maintenance / Cross Reference
ROSS REFERENCEH
General Information POC and Address Information Disaster Response Socio-Economic Details NAICS Codes PSC Codes Cross Reference

— Cross-Reference Information
Vendor Code Vendor Form Document Type

Vendor Address Code Vendor Form Document Number
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5 System Administrator

5.1 CCRC Sign In

In order to usethe system, auser must login to the CCRC This appi cation can be accessed
through the CCRC Login Page (see Figure 12).

Figure 12: CCRC Sign In Page

CCRC IDENTITY PROVIDER

User ID

Password

Forgot Password

Once bggedin, the Administrator may cugomize the ystem to USDAO seeds. The
Administrator hasthe ablity to create/edit/delete securty policiesand paswordsfor usersas
well asthe abhlity to view the securty log.

5.2 Data Loads

5.2.1 CCRC Holiday

The Administrator candesignate Holidays that can be usedior date-related edts. Referto Daily
CCRC Data Loadfor nore information.

Example: ABC Agency will be closed on July™or Independence Day Holiday. Therefore,
there willbe no SAM data expected because this is a Federal Holiday.

NOTE: The CCRC Holiday Window can be accessed by seleSyiste m Administration Y
Holiday Maintenance.
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Figure 13displaysthe CCRC Holiday window.

Figure 13: CCRC Holiday Window

Central Contractor Registration Connector / System Administration / CCRC Heliday[]

CCRC Holiday

Holiday ]

Description

No results

Holiday Date

Description

5.3 Batch Execution

5.3.1 Batch Job Status

The Batch Job Status providesa nears for the administrator to assessthe status of bachjob
executions (see Figure 14). The administrator can enter variousseach criteriaincluding batch
job name, process, status, ard start/compl etion time range to evaluae the progressof executions.
The screenalsoprovidesthe ability to view a detailedrepat on the execution, or restart or kill a

bachjob.

Figure 14: Batch Job Status Window

Central Contractor Registration Connector | Batch Jobs | View Batch Job Status and History[]

View Batch Job Status and History

Job Definition Start Time Stop Time
Step Name From From [=)
Status v To To (=]
= -

No resul IF@ X ar

Job Definition Step Name Status Status Description Start Time Stop Time

10 per page ¥ Page[1 |of1
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Table 6: Batch Job Status Parameters

Parameters Desciption

Batch Job Name The name of the batch job.

Batch Job Definition A definition of the batch job.

Batch Job Status The status of the batch job (running, completed, killed,failed).
Batch Start Time The time the bath job started.

Batch Completion Time | Thetime the bath job completed.

5.4 Security Policies

USDA hasthe optionto customze secrity policiesto fit their needge.g., number of fail edlogin
attempts beforedeadivating a UerID, length of grace riods). EachGroup/User is assoctad
with a ®curity policy. Thesepoliciescan be acessedn the Securty Maintenancewindow.

NOTE: The Security Maintenance Policy Window can be accessed by selactognt
Maintenance Y Authentication Policy Y Policies

Figure 15displaysthe Security Maintenarce Policy Window.

Figure 15: Security Maintenance Policy Window

Authentication Policy © Search - Policy[

Search - Policy

Search Criteria
Search Clear

Code Name

New 10 per page v Page[t |of1

5.4.1 Adding, Deleting and Editing Policies

By selectingthe fiPolicyo tab, the Administrator has the ability to add anew policy, edtan
existing policy, save apolicy, or deldge apolicy (see Figure 15). In order to add anew security
policy, the Administrator must creae aunique Policy Code(seeFigure 16).
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reidp / Authentication Policy / Search - Policy[

Search - Policy

earch Criteria

Figure 16: Adding a Security Policy

Search Clear

Code

It may benecesary to edit searity policiesto reflectrecent chagesin security rules. If the
Policy Codeis known, thenthe Administrator cansearchfor that specfic Policy Codeand edit
by checking the box next to the appropriate Policy Code selectingthe Operbuton, then editing
as necessaryable 7 desribesthe searity maintenancei nformation.

Table 7: Security Maintenance Information

Field

Description

Password Res&ection

N/A

Allow Password Reset
Link

Allow the password reset link to be used.

Allow Generated
Password Reset

Allow the generated password reset.

Enable Password Email

Enable the password email.

Allow Administrative
Manual Password Reset

Allow a manual password reset.

Use SecurityQuestions

Use the security questions.

Display Previous Login
Details

Display the previous login details.

Number of Secret
Questions to Answer

Number of Questions a principal assigned to this policy will
answer

Number of Guesses
Before the User ikocked
Out

Number of Guesses a principal assigned to this policy will.hay

Minimum length of
answers(0 is for no
restrictions)

The minimum length of answers the principal must have

Password Criteri&ection

N/A

USDA
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Field

Description

Maximum Password Age

(Days)

The number bdays that must transpire before the principal my
change their password.

Minimum Password
Length

The mini number of char a

must contain.

mu m

Maintain Password for
(Days)

The number of days for which a previously usedspesd is
maintained by the system. The principal will not be able tose
the previously used password.

Minimum Number of
Passwords Maintained

The number of previously used passwords that the system wij
track. Cannot be more than 12.

Password SaBize

The password salt size.

Enforce password
expiration warning

Enforce the password expiration warning. Checkbox.

Unique characters

Number of unique characters.

Minimum Password
Length

Minimum password length.

Maximum Password
Length

Maximum passwortength.

Generated Password
Length

Generated password length

Enforce Rssword
Expiration Warning

Enforces the password expiration warning policy.

Strong Passwor8ection

N/A

Upper Case Alphabetic

Minimum Upper Case Characters, Maximum Upper Case
Charaters, and Maximum Upper Case Repeated Characters.

Lower Case Alphabetic

Minimum Lower Case Characters, Maximum Lower Case
Characters, and Maximum Lower Case Repeated Characters

Generic Alphabetic Minimum Generic Alphabetic Characters, Maximum Generic
Alphabetic Characters, and Maximum Generic Alphabetic
Repeated Characters.

Numeric Minimum Numeric Characters, Maximum Numeric Characters
and Maximum Numeric Repeated Characters.

Special Minimum Special Characters, Maximum Special Characters,
Maximum Special Repeated Characters.
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If a policybecomesnvalid,the Administrator hasthe abilty to dela@ethat policy. If the Policy
Codeis known, thenthe Administrator can sarchfor that Policy Code Oncethe policyhas
beenfourd, it can bedelgedby checking the boxnext to the appropride Policyand selectig the
Delee buton (seeFigure 17).

Figure 17: Deleted Policy

The newor editedsearity policyisviewalde assoon ashe Administrator selectshe i Sva 0
buton and carbeassocatedwith useraccounts. If the policyhasbeendeleted, it will no lorger
be seern the Pdicy window.

5.4.2 Passwords

The Administrator hasthe ogion to create policycortrol passvord requiremerts for guest users.
This policy can becreated inthe Securty Maintenancewindow (seeFigure 15).

5.4.2.1 Invalid Passwords

The Administrator cancrede invalid passvordsto preventthemfrom being used irthe CCRC.
This may be dondrom the Invalid Password window, whighlocated undeAccourt
Maintenance Y Authentication Policy Y Invalid Passwords In the Invalid Password
window, the Adminigrator can adaénd deldge paswordsthat the agency determinesshould be
invalid (seeFigure 18).
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